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“only” 88 pages, but:



Looks familiar?



Medical device as or part of a 
service



Health data case 
study 

• DPAs already take expansive view of 

health data

• Performance data becomes health data



Connected health 
related top 8 points 
of attention

1. Informed consent criteria

2. Data concerning health scope

3. Right to be forgotten (applies to commercial collection of 

health data)

4. Privacy by design)

• For large scale processing of data concerning health

• In case of profiling

5. Profiling requirements

• including right to object if processing significantly 

affects data subject

6. Data portability right of user

7. Security requirements

8. Export of data to extra-EU jurisdictions



Consent-based
business model tricky

‘GDPR: ‘means any freely given, specific, 
informed and unambiguous indication of the 
data subject's wishes by which he or she, by a statement or by a 
clear affirmative action, signifies agreement to the processing of 
personal data relating to him or her’

Recitals 32, 42 and 43 GDPR

• silence, pre-ticked boxes or inactivity do not constitute consent
• Processing for multiple purposes? Consent should be given for 

all of them!
• Controller must be able to prove valid consent was obtained and 

provide intelligible consent language
• Consent invalid “in a specific case where there is a clear 

imbalance between the data subject and the controller”
7



Future scope of ‘health data’



Research – ‘Right to be forgotten’

Article 17 (1) GDPR: The data subject has the right to obtain the 

erasure of personal without undue delay from the controller.

The ‘right to be forgotten’ ONLY does not apply if the processing 
takes place:

‘for archiving purposes in the public interest, scientific or historical 
research purposes or statistical purposes in accordance with 
Article 89(1) in so far as the right referred to in paragraph 1 is likely 
to render impossible or seriously impair the achievement of the 
objectives of that processing.’ (article 17 (3) (d)

Right to be forgotten does apply in all commercial processing of 
health data for the purpose of services!



Privacy by 
design and 
default, 
PIAs



Impact Assessment

Article 35

• PIA prior to processing

• Authorities will make lists of operations subject to PIA

• Prior consultation of DPA regarding residual risks (article 36)



Impact Assessment



Profiling requirements

• Profiling based on health data -> always PIA

• 'profiling' means any form of automated processing of personal data 

consisting of the use of personal data to evaluate certain personal 

aspects relating to a natural person, in particular to analyse or predict 

aspects concerning that natural person's performance at work, economic 

situation, health, personal preferences, interests, reliability, behaviour, 

location or movements;

• Data subject must be informed

• Article 22: right not to be subject to a decision based solely on 

automated processing, including profiling, which produces legal effects 

concerning him or her or similarly significantly affects him or her, unless

• decision is necessary for performance or entering into contract

• decision is based on explicit consent

• AND: 

• explicit consent in case of profiling based on health data

• suitable measures to safeguard the data subject's rights and 

freedoms and legitimate interests are in place



Data portability right

• Controller must inform data subject about right, and:



Security

Data controllers and processors should implement appropriate 
technical & organizational measures to protect data from loss or 
any form of unlawful processing

• Article 32 defines security principles

Security measures must take into account (recital 78):

• Nature of the data to be protected and consequences of security 
breach

• State of the art 
• Security by design
• Aim to prevent unnecessary collection and further processing of 

personal data
• Overriding principle: Plan-Do-Check-Act

• Data breach notification (article 33/34)
• to DPA (<72 hours) and to data subject
• processor must inform controller



Export

Chapter 5

Export only with legal basis:

• Adequacy decision (or Privacy Shield)

• Appropriate safeguards (BCR and SCCs) ensuring third party rights for 

data subjects, approved code or certification mechanism

• Specific situation

• informed consent

• necessary for performance of contract



Known unknowns and wide open 
doors

• This means that member states can still require geofencing, hosting 

accreditation and things like that for processing of genetic, biometric 

and/or health data!

• Only restriction is that these cannot be contrary to the requirements of 

the internal market and must be proportionate
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